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QUICK REFERENCE GUIDE

(Recovery team contact information on next page)

Receive alert notification (p10) Normal business hours (p6) after hours (p7)
Notify Recovery Team (p3, 11-12)

Meet Recovery Team at Assembly Site (p6)
e Location:

e Time:

e Contact Name:

Use employee contact list (attach local list to the back of the plan) to notify
appropriate additional personnel to:
e Proceed to Assembly Site
e If appropriate, bring resumption plan
If appropriate, be prepared to travel (p17-19)
Bring ID Badge(s)
Bring pertinent resources from home or off-site (p20-21)
DO NOT TALK TO THE NEWS MEDIA

If directed, meet the Emergency Management Team at the Command Center

e Location: 450 Civic Center Plaza, City Hall Basement EOC, Richmond, CA
94804

e Time: 6:30am

e Phone Number:

Document information provided at the briefing

Contact vendors and or clients if appropriate (p8&13)

Report status of critical functions (p6) and potential concerns to the Emergency
Management Team during the briefing

Meet appropriate staff at Assembly Site (p6)
Brief staff on the situation

If Assembly Site is not the Work area instruct appropriate staff to report to the
Work area (p14&18)

Begin team recovery activities (p8 & p29)



TEAM ALERT LIST

(Team Leader)

Sue Hartman Date/Time:
Cell phone: (510) 714-7667 Status:

THE TEAM LEADER CALLS THE FOLLOWING:
(Alternate Team Leader)

Steve Furtado

Cell phone: (925) 352-4573

Monroe Harrison
Cell phone: (510) 714-7666

Henry Lei
Cell phone: (510) 715-7705

Randall Narron
Cell phone: (510) 719-8974

Roi Evron
Cell phone (510) 504-8853

Eric Tam
Cell phone: 510-672-4328

Record the date and time that each person was notified or last attempt made. Add the contact status BSY-
Busy, NA-No Answer, PNA Person-not Available.

After the team notification has been completed. This checklist should be given to the Emergency
Operations Center staff or Emergency Management Team.
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Primary Contact: Sue Hartman Alternate: Steve Furtado

Team Responsibilities:

When notified by the Emergency Management Team that the Business Resumption Plan
(BRP) has been activated, the primary responsibilities of the team will be to use their
resources to support the City of Richmond’s recovery effort and to activate their
Recovery procedures.

Team Leader Responsibilities / Checklist

Read the entire section before performing any assignments.
General

The Primary responsibility of the Team Leader is to provide leadership of the recovery
team and coordinate support for the recovery effort. Other responsibilities include:

Participate in Resumption meetings with the Emergency Management Team.

Direct the Business Continuity efforts of your team.

Oversee communications activities of the team.

Coordinate with the Emergency Operations Center regarding all administrative issues.

APwnhE

Critical Functions

Restore the following critical functions:

RTO* Critical Function

Telephone Communications, Wireless, etc.

Information Data Services, GIS, MUNIS, etc.
Network, Email, Web Services

* Recovery Time Objective (Amount of down time before outage threatens the
survival of the company. RTO is determined by Senior Executives)

Normal Business Hours Response

During an emergency that happens during normal business hours, follow the City of
Richmond emergency procedures to ensure the life and safety of all employees.

If the building is not accessible, the team personnel should assemble at:
e Primary site : 450 Civic Center Plaza, Richmond, CA 94804
e Alternate site: 330 25" Street, Richmond, CA 94804



Immediate actions to be taken by the department leader or assigned alternate:

1. Take a head count to make sure all team members are safe and available. Notify the
Emergency Management Team immediately if anyone is missing.

2. Look for a member of the Emergency Management Team to get instructions.

3. Record all the information and instructions given by the Emergency Management
Team. Use the Notification Checklist located in this section as a guideline and work

paper.

4. Before contacting anyone else review the Notification Procedure located in this
section.

5. Notify department personnel not already notified. Use the Notification Call List
located in this section; it contains a list of who to call and what information to pass on.

6. If instructed by the Emergency Management Team, activate the Recovery procedures
are located in this section.

After Normal Business Hours Response

When notified by the Emergency Management Team that the Business Resumption Plan has
been activated, the team leader will:

1. Record all the information and instructions given by the Emergency Management
Team. Use the Notification Checklist located in this section as a guideline and work

paper.

2. Before contacting anyone else review the Notification Procedure located in this
section

3. You may be instructed to only notify your alternate team leader, your entire team or
as many department personnel as possible. Use the Team Alert List located in the
front of the plan or the Employee_Call List located in the back of the plan. Record the
status of all notifications and give the completed call list to the team leader.

4. If instructed by the Emergency Management Team, report to the Emergency Operations Center.

5. If instructed by the Emergency Management Team to activate your Recovery Team, procedures
are located in this section.

6. When you activate your team, have them meet you at the primary or alternate meeting place
listed below.



Primary Location

Facility Name: Civic Center Plaza

Street Address: 450 Civic Center Plaza

| Floor: 1

City/State/Zip: Richmond, CA 94804

Contact Person: Sue Hartman

Alternate Contact: Steve Furtado, Henry Lei

Phone No: 510 714-7667
24 Hour No:

FAX No: 510 620-6528
Other No.: 925 878-9679

Security Considerations:

Alternate Location

Facility Name: Community Services Center

Street Address: 339 25" Street | Floor: 1
City/State/Zip: Richmond, CA
Contact Person: Phone No:
24 Hour No:
Alternate Contact: FAX No:
Other No.:

Security Considerations:

Team Recovery

Business Resumption Plan Copies

The team leader should ensure that sufficient copies of the Business Resumption

Plan are available.

Cellular Phone (TBD)

The team leader has a cellular phone for team use. The Emergency Management

Team should be notified immediately of the cellular phone number.

Team Work area

The Emergency Management Team will provide the team with a work area for their
use. Use the Business Recovery Work area Checklist in the appendix to ensure that

the area is setup to match the requirements that the Recovery Team will need to
support the recovery operation and resume essential business functions.

Notifications

Provide notification of the problem to vendors. The information provided should be

reviewed with the Emergency Management Team before calling.




Team Recovery Steps
The following recovery actions are to be used as a guide. During a real disaster
circumstances may dictate that some or all of the steps documented may have to
be altered. The team leader should use his/her judgment while managing the
recovery operation.

1.

o~ w

The team leader should contact the Emergency Management Team to find out:
1 When voice communications will be available at the work area.

2 When servers will be operational and how current the master files will
be.

Departmental Meeting:

Key department personnel should meet to determine actions to be taken and

establish the priority of restoring business functions based on the work area

and resources available. The department leader should explain the goals and
objectives identified by the Emergency Management Team.

a. Review tasks to be performed and assign personnel.

b. Personnel should be assigned to contact vendors and advise them about
the situation and when they can expect service to be restored. Use the
Vendor Notification in the appendix for contact information.

c. Determine if some personnel will have to travel to the business recovery site.

d. Distribute copies of any forms that will be needed during the recovery
operation.

e. Distribute copies of the news media statement that has been prepared.
Copies can be obtained from the Emergency Management Team. Instruct
everyone not to makes statements to the news media.

f. Personnel should be assigned to provide recovery support needed by other
teams, as needed.

g. ldentify the category in which personnel should be alerted. Consider:

- Personnel that might be need to give aid to other teams / departments.

e Personnel that will be needed at the work area to resume normal
business functions.

- Personnel who should stay home and remain on standby (they will be
needed when the initial group needs rest).

Contact personnel that will be needed to report to the assigned work area.

Designate space for personnel reporting to the work area.

Implement procedures to resume time dependent functions based on the

priority established.

Instruct all department personnel to carry photo identification with them at all

times and be prepared to show it to security or local authorities.

As progress continues during the recovery operation, the team should be

prepared to move back to the affected facility and resume normal business

operations.

Personnel Location Form
After the department personnel have been deployed, the department leader should
complete the Personnel Location Control Form in the appendix. Completed forms
should be sent to the Administrative Team to allow location tracking of all
employees. Continue to update the information throughout each day of the




recovery operation.

Status Report
The department leader should prepare written status reports frequently for the
Emergency Management Team to keep them apprised of the current situation.
Use the Status Report Form in the appendix as a guide.

Travel Arrangements
The department leader can get assistance for any team travel arrangements from
the Administrative Support Team. This includes travel needs either inside of or
out of the metro area. Use the Business Recovery Site Information section in the
appendix for guidelines and to make a request.
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Notification

Notification Checklist
When notified by the Emergency Management Team that the Business Resumption Plan

(BRP) has been activated, the team leader or alternate should record the following
information that will be passed along to department personnel:

1. Brief description of the problem:

2. Location of the Emergency Operations Center:

3. Phone number to contact the Emergency Operations Center:

4. Any immediate support requested by the Emergency Management Team:

5. Whether or not the facility can be entered: Yes () No ()

~

If the facility can not be entered, the location that the team should use for a work area
or meeting place:

11



Notification Procedure

The team leader, alternate or assigned individual upon activation of the Business
Resumption Plan will contact team personnel using the following procedure:

During notifications of an alert or declared disaster, use this procedure to alert all personnel.
Read the procedures thoroughly prior to making a call. By using the following instructions,
you will not unnecessarily alarm family members of an employee who was working at the
affected site at the time of the disaster.

Place phone call and say, “May | speak with (individual)?”

1.

If available, provide the information you called to convey.

- Remind the person to make no public statements about the situation.

- Remind the person not to call co-workers (unless instructed to) and to advise their family not
to call other employees.

- Record the information in the contact status column.

. If not available, say, “Where may | reach (individual)?”

- If at any location other than the data center, get the phone number. Call the other location
and providing the information you wanted to convey.

- If the individual was working at the affected site, indicate that you will reach the individual
there. DO NOT discuss the disaster with the person answering the phone.

- Immediately notify the Emergency Operations Center.

- Record the information in the contact status column.

. If contact is made with an answering machine: Make no statement regarding the situation.

Provide the phone number to call at Emergency Operations Center; ask that the employee
make contact at that number as soon as possible.
- Record the information in the contact status column.

. If no answer:
- Record the information in the contact status column.
. If no answer and the individual has a beeper:

- Place a call to the beeper number.
- Enter the number of the Emergency Operations Center for the individual to call.
- Record the information in the contact status column.

12



Notification Call List

Using the team member contact list in the front of the plan, the team leader, alternate or
assigned individual should convey the following information when contacting the team
personnel:

Brief description of the problem.

Location of the Emergency Operations Center and / or the Business Recovery Site
Phone number of the Emergency Operations Center.

Immediate actions to be taken.

Whether or not the facility can be entered.

Location and time the team should meet.

All team members should carry photo identification with them at all times and be
prepared to show it to security or local authorities.

e Instruct everyone notified not to make any statements to the media.

All callers should record status of everyone they call, noting the time the call was placed
and whether the person was contacted. Make a reasonable number of attempts if the
phone was busy or there was no answer. Forward the completed list to the EOC and the
staff will continue to attempt to contact team members.

13



Appendix
City Hall Department Phone Numbers:

ART CENTER
2540 Barrett Ave.
Main # 620-6772
fax 620-6771
Executive Director...........cccccceveveiiiiiiecie. Main NUMDBET ..o 620-6777

BUILDING REGULATIONS
450 Civic Center Plaza
fax 620-6917
Richard Mitchell............coccie, City Building Official ..........ccocoeiiiiiiiiinieeen, 620-6825

BUILDING SERVICES
6 13" Street
fax 231-3014
Yader Bermudez.........cccccvveeiiiiiiiiiieeee s Superintendent........cccceevvevciiieeeee e 231-3042

CITY ATTORNEY'S OFFICE
450 Civic Center Plaza
fax 620-6518
Bruce Goodmiller........ccccccveeeiiiiiiiiiiecee s Assistant City Attorney........ccccceeeeeevicvvnnenn. 620-6510

CITY CLERK'S OFFICE
450 Civic Center Plaza
fax 620-6542
Pam Christian ..........coocceeivieiiiee e City Clerk ..o 620-6514

CITY MANAGER'S OFFICE
450 Civic Center Plaza
fax 620-6542
Bill Lindsay .....ccccccvvvviiiiiii City Manager...........vvvvvvveieirinieininineernennnnnnnnn. 621-1264

COMMUNICATIONS CENTER
326 27" Street
fax 215-7695
D1 o= 1 (o] o PR PPPRRRRt 620-6933
Shift SUPEIVISOrS OffiCE ... e 620-6835

COMMUNITY & ECONOMIC DEVELOPMENT AGENCY
440 Civic Center Plaza

fax 620-6917
L= N [ 1 £=Tox (o] N 231-3066

EMPLOYMENT & TRAINING
330 25" Street
fax 307-8072
Vaca, Sal ... Dir€CIOr...cccieiiiiiiiiieie 307-8006

Engineering SERVICES
Ryan Smith...........................Engineering DireCtor............cccoccuvrerriiiieiniiee e 621-1825
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EQUIPMENT SERVICES
6 13" Street
fax 231-3039
Yader Bermudez .......cccceeevvvcvvvieereee e, Superintendent..........cccceeveee e 231-3006

FINANCE
450 Civic Center Plaza
fax 620-6522
Belinda Warner........cccoeeeveeeiieeiviiieeieeeeeeennnnnn, Director FinanCe..........ccvceeevieeiiiiiiiiciieeeeeeeeens 620-6740

FIRE ADMINISTRATION
440 Civic Center Plaza
fax 307-8048
Adrian Sheppard.........ccccccvvvviiiiiiiiiie ChIEf s 307-8161

HOUSING AUTHORITY
330 24" Street
And 440 Civic Center Plaza
fax 237-5230
TBD o Executive DIreCtor .........cceuvivvivieeeeiiieeeeeeinnn, 621-1310

HUMAN RESOURCES
450 Civic Center Plaza
fax 620-6560

Lisa Stephenson........ cocccccviviiiiiiiiiiieee, Human Resources Director.............ccceeeennnn. 620-6602

INFORMATION TECHNOLOGY

450 Civic Center Plaza
Fax 620-6528

Hartman, SUE ..........evvvvvvvveviiieeieveeerevereennennnes I D I {=Tox (o] 620-6874
HELPLINE ....ovvviviiiiiiiviiiieiiveveveeeveveveveeeeaveenees Internal calls..........cooeeeiiieiiiiiiiiceccceeeceece, 620-2551
HELPLINE ....oovvvviiiiiviveiiiiiiveveveeevevevevevseaneeenes External calls.........ccccccoovviii 620-6592
GIS DIVISION

EVION, ROI..uuviiiiiiiiiiiiiiiiiieiiieeeveeeeeeeseeerseaneennes GIS ADMINIStrator...........vvvvvvvvvveeeeerererererennens 621-1298
ERP DIVISION

Furtado, SteVe ........ccccovvviiriiiiecceee Business Manager ...........c.cccocoveeenne 620-6745

KCRT CABLE TELEVISION

Civic Center Auditorium
fax 620-6713
Sue Hartman ......cooooeveeiiiiiecee e Cable AdmInistrator...........ccveeeeeeveeieeivieeeees 620-6759

LIBRARY & MUSEUM SERVICES
325 Civic Center Plaza
Main Branch fax 620-6850
[ 1§V O SR Librarian DireCtor........cccccceevvvcivveeeeeeesecnen 620-6554

MARINE PATROL
230 W. Cutting Blvd.
Y =Tl o PO PP P PP PP PPPPPRPOt 621-1291

MAYOR'S OFFICE
450 Civic Center Plaza
fax 620-6542
TOM BULE e MAYOT ..o 620-6503
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MUSEUM
400 Nevin Avenue
fax 237-0515
Melinda MCCrary ......ccccccoevvcvviveeeee e Museum CUrator .........ccccvvvveeeeeeeiiciiiieeeeeeenn 620-6842

OFFICE OF EMERGENCY SERVICES
440 Civic Center Plaza
fax 621-1256

Pastor-Cohen Genevieve .........ccccccvvvvvvnnnnes Emergency Services Manager..................... 620-6866
R- Transit
1600 Nevin Plazafax 307-8080
Lori Reese Brown ............uvvvvvveveievevenennnnnnnnnns R-Transit .......cccovvvveiii 307-8026
PARKS & LANDSCAPING
3201 Leona Avenue
fax 621-1209
(See Recreation)
PLANNING DEPARTMENT
450 Civic Center Plaza
fax 620-6858
Richard Mitchell ...........cccoooiiie Planning Manager...........ccoccceeeiiniiiiieeneeennn. 620-6751
POLICE ACTIVITY LEAGUE (P.A.L.)
2200 Macdonald Avenue
fax 215-8085
= ISP 621-1221
POLICE COMMISSION
440 Civic Center Plaza
fax 231-3061
Investigative & APPEaIS OFfiCEN ... ... e 307-8032
POLICE DEPARTMENT
1701 Regatta Blvd.
Fax 620-6880
AlWYN BrOWN ... Police Chief.......ccveiiiiii e 620-6655
POLICE DEPARTMENT POLICE DEPARTMENT
DIVISIONS SUB-STATIONS
Administration.........cccceeeee i, 620-6656 [ 11110 o 620-6922
ASSEt SEIZUIE.....ceevveeeeee e 620-6689 Iron Triangle.......cccccee..... 620-6886
AUt Theft ..o, 620-6698 Southeast .......cccccevvveeenn. 620-6720
BUGEL . 620-6889 Southwest .......ccccoevveeeen. 215-0373
BUurglary .....ccoeeveeeiie e 620-6621 Valley View .......cccceeeeen.. 620-6928
Crime Prevention................cccccc. 620-6720
Court Liaison.........cccccevviii 620-6670
Crime ANalySiS.......ccooueieiiiiiiieiiee e 620-6649
Detective DiviSion ...........cccoeeeeeeiiieieiiccceenn, 620-6612
[ (0] 41 o3 o L= 620-6616
Internal Affairs..........coooeeeeeiiiiiiiicccccceeccee 620-6664
Jall e 620-6676
Juvenile Section........cccceeveveviiiiiicicr 620-6670 Fax 231-3049
Patrol Bureau...........cooeeeeeeeiiieieeeccceeeeeeceee 620-6642
Patrol Office.......ccooeveiieeieieeeececeee e 620-6881
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Payroll......ccuveeeeeee e 620-6657
Press Sergeant.........cccooeevieiiiiieiiieiececeee 620-6660
Property ....ooovviiiiiiie e 620-6682
Records Section .......ccooeeeeeeeeeieeeeiiecceccccnne 620-6675
Research and Planning ...........cccccovevveennnen. 620-6672
TrAffiC..uuuveriiiiiri s 620-6684
Vehicle Abatement .........cccooeeveeiiiiiiiiiinieeen, 620-6933
VG euuutitiiiriiitiiiiiriririra b raarbrabbbabarsasaraaeaeraraaes 620-6687
Warrants ........oooeeviiiiii e, 620-6975
PORT OF RICHMOND
1411 Harbour Way South
Fax 233-3105
Matzorkis, JiM.......ccoceeeeieiiiiiiic e, POrt DIF€CLOr ....ieeeeeiieeiiee e 215-4600
PUBLIC SERVICES
Fax: 510-307-8116
ADMINISTRATION
Yader Bermudez.........ccoceeeeeeeeiieeieiiieieeeeeeenn, Director of Public Works .........ccccoeeeveveeinienen. 231-3010
RECREATION & COMMUNITY SERVICES
3230 Macdonald Avenue fax 620-6583
Arts & Culture  fax 620-6969
Rochelle MonkK.........ccccoeevviiiiiiiiee e, = Vg F= To = SRR 620-6554
REDEVELOPMENT AGENCY
fax 307-8149
RISK MANAGEMENT
450 Civic Center Plaza
fax 620-6811
N I T PPNt Risk Management Manager......................... 620-6605
SENIOR CENTER
2525 Macdonald Avenue
fax 620-6583
Defabio, Peter.......cccccovviii Main NUMDBET ..o 307-8085
STREETS

6 13" Street
fax 231-3013

.............................. Public Works Supt.........ccccccevvveeeviiiiiieeen..... 231-3007

WASTE WATER
601 Canal Blvd.
fax 235-3354

.............................. Sewer Maintenance .........cccceeeeevveeeeeevnnnnn.... 412-2004

17



Vendor Notification
CRITICAL VENDORS*

Product/Service: VolP Phone Maintenance & Service

Vendor Name: Packet Fusion

Street Address: 1900 South Norfolk St. #110

City/State/Zip: San Mateo, CA 94403

Contact Person: - Sammy Lau

1900 S. Norfolk St. Ste. 110

San Mateo, CA 94403

Office: 650-292-6000

Cell: 415-310-9140

Fax: 650-292-6030

email: sammylau@packetfusion.com
www.packetfusion.com

Toune Yeloria

Packet Fusion Inc.
Direct: 650 773 5114
Email: tveloria@packetfusion.com

24 Hour No.: Sprt. Cntr.
Phone No.: Sales Rep:

Craig R, Tetochtay

1900 Norfolk St. Ste. 110

San Mateo, CA 94403

Office: 650-292-6081

Cell: 408-839-6181

Fax: 650-292-6082

email: ctetschlag@packetfusion.com
www.packetfusion.com

PACKETFUSION

SRR B00O
BRINGING VOICE & DATA TOGETHER

Comments:

Product/Service: (see AT&T)

Vendor Name: AT&T/Verizon (long distance)
Pacific Region

Street Address:210 Spear St., 11" Floor

City/State/Zip: San Francisco, CA

Contact Person: Gail Rounds, Service escalations
Off. 415-542-1853 Pgr: 415-582-8171

Alternate Contact:

Off:510-238-4648 Cell:

24 Hour No.: Business Repair 811-8081
Priority Repair 800-870-9007
E911Service Repair 800-929-3981

911 CAMA Trunk Repair 800-500-4911
Frame Relay Data Center 800-870-9007
PBI OPS center 800-463-8724

Comments:

Product/Service: (see AT&T)

18
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Vendor Name: AT&T Local

Street Address: 210 Spear St., 11" Floor

City/State/Zip: San Francisco, CA

Contact Person: Gail Rounds, Service escalations
Off. 415-542-1853 Pgr: 415-582-8171

Alternate Contact:

Off:510-238-4648 Cell: 510-332-7515

24 Hour No.: Business Repair 811-8081
Priority Repair 800-870-9007
E911Service Repair 800-929-3981

911 CAMA Trunk Repair 800-500-4911
Frame Relay Data Center 800-870-9007
PBI OPS center 800-463-8724

Comments:

Product/Service: Remote facilities phone services

Vendor Name: AT&T (local service and long distance)

Street Address:

City/State/Zip:

Contact Person: Gail Rounds, Service escalations
Off. 415-542-1853 Pgr: 415-582-8171

Alternate Contact:

Off:510-238-4648 Cell: 510-332-7515

24 Hour No.: Business Repair 811-8081
Priority Repair 800-870-9007
E911Service Repair 800-929-3981

911 CAMA Trunk Repair 800-500-4911
Frame Relay Data Center 800-870-9007
PBI OPS center 800-463-8724

Comments: CALNET 11 State and Local Repair 800-303-0103 opt 2, then 1

Product/Service: Fiber network connectivity & TV broadcast/reception signal

Vendor Name: Comcast

Street Address:751 Belmont way

City/State/Zip: Pinole, CA 94564

Contact Person: Comcast Broadband -
Network Operations Center - - 866-888-6662
510-364-7515 cell

Alternate Contact: Solutions 510-868-5121

24 Hour No.: 866-888-6662
Gigabit Circuit id : A08050002
Alt Srvc Phone No.: 608-204-0259
FAX No.:510-868-4446

Other No.: 510-868-4446

Comments:

Product/Service: SSP & Networking support services

Vendor Name: Nonagon SSP

Street Address: 1304 S 51% Street

City/State/Zip: Richmond, CA 94804

Contact Person: Sandesh Mutha
510 215-3438

Phone No.:
24 Hour No.:

19




Alternate Contact: Dev Mutha 510-215-3436
Cell 510 325-6694

FAX No.:
Other No.:

Comments:

*List only vendors that you would be responsible for contacting.

Product/Service: HP Server Hardware Maintenance

Customer/Client Name: HP

Street Address:

City/State/Zip:

Contact Person: HP Server Technical support

Reg# 374438456 -(web server).....1-800-652-6672 opt.
2

Alternate Contact: 800-386-2172

Phone No.:

24 Hour No.: 800-652-6672 opt. 2
FAX No.:

Other No.:

Comments:

Customer Notification
KEY CUSTOMERS*

Product/Service: E-mail, Data, network, Phone services

Customer Name: Police Department

Street Address: 1701 Regatta Blvd.

City/State/Zip: Richmond, CA

Contact Person: Watch Commander 621-1253
Alternate Contact: Eric Tam 621-1819
Cell 510-672-4328

Phone No.:
24 Hour No.: Dispatch 620-6933
FAX No.:

Other No.:
Comments:
Product/Service: E-mail, Data, network, Phone services
Customer/Client Name: Richmond Fire Department
Street Address: 440 Civic Center Plaza
City/State/Zip: Richmond, CA 94804
Contact Person: Henry Lei (510) 715-7705 Phone No.:
Alternate Contact: Dept. Fire Chief Adrian Sheppard 24 Hour No.:
Off: (510)307-8161 cell: (510)719-8301/349-0327 FAX No.: 223-2367
Other No.

Comments: Battalion Chief ofc. 620-6989 VVeh 719-8959

Product/Service: E-mail, Data, network, Phone services

Customer/Client Name: Public Works

Street Address: 6 13" street

City/State/Zip: Richmond, CA 94804
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Contact Person: Yader Bermudez cell 510-774-6300 Phone No.:
24 Hour No.:
Alternate Contact: FAX No.: 231-3014
Other No.

Comments:

Product/Service: E-mail, Data, network, Phone services

Customer/Client Name: City Manager, Mayor , City council

Street Address: 450 Civic Center Plaza

City/State/Zip: Richmond, CA 94804

Contact Person: CM Office Manager 510 620-6512 Phone No.:
24 Hour No.:

Alternate Contact: Trina Jackson (510) 620-6581 FAX No.:
Other No.

Comments:

*List only those customers you would be responsible for contacting.
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Business Recovery Work area Checklist

Work area Scenarios

The Emergency Management Team will provide the team leader with a work area

for the team to use. One of the following is the most likely scenario that will take
place.

1. Work area at the location, if the facility is accessible.

The Emergency Management Team will provide information about what area
the team can use.

2. Work area at a vendor Business Recovery Site, if the site is not available.
The Emergency Management Team will provide information about what area to
use and the estimated time before terminals and communications to the backup
site will be available.

Work area Requirements

The following lists the minimum requirements for the team at the work area recovery

location. Copiers and FAX machines will be available at the work area for all teams to
share.

Space in square feet:

Office Furniture: Desks: Chairs: File Cabinets:

Other Furniture:

Telephone Equipment

Phone Type: Number of Phones:

Computer Equipment:

Indicate what terminals and PC’s would require connection to the network.

Platform: Terminal Type: Number: Network
PC Software:
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Resources Required over Time
The following two forms are used to plan the arrival of recovery resources to the Work
area. List only the increased amounts in each column. For example the team needs 35
people over all. They assign 15 at the 24 hours slot, another 5 in the 48 hours slot and 15
more in the 72 hours slot.

Resources Required Over Time

Function /
Resources

24 hours

48 hours

72 hours

1 week

2 weeks

1 month

Function Name

Staff

Area size

Desks

Chairs

Telephones

Faxes

PCs

Printers

(Other)

Function Name

Staff

Area size

Desks

Chairs

Telephones

Faxes

PCs

Printers

(Other)

Function Name

Staff

Area size

Desks

Chairs

Telephones

Faxes

PCs

Printers

(Other)
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Resources Required Over Time (Consolidated)

Function /
Resources

24 hours

48 hours

72 hours

1 week

2 weeks

1 month

All team
functions

Staff

Area size

Desks

Chairs

Telephones

Faxes

PCs

Printers

(Other)

List only the increased amounts in each column. For example the team needs 35 people
over all. They assign 15 at the 24 hours slot, another 5 in the 48 hours slot and 15 more in

the 72 hours slot.
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Business Recovery Site Information
Guidelines for Travel to the Business Recovery Site

Most disasters are isolated to a single building or block. During those situations the
Business Recovery site in the local area will be used for recovery. Some disasters are
community wide and, as such, may eliminate the option of using the local Business
Recovery site. In those instances, we may resort to using more distant recovery sites.

The team leader should divide the available personnel into two groups: those who will go
to the backup site first and those who will be sent as replacements after a few days. The
department leader should not over commit resources during the first few days.

The team leader should provide directions to the personnel that will be traveling to the
backup site. In the event that personnel cannot drive to the backup site and will need air
transportation, hotel accommodations, and advance expense money, the team leader
should arrange the details through the Administrative team leader or EOC Director.

The team leader will provide the Administration team leader or EOC Director with the
names of the individuals, their destination, hotel requirements, an estimate of any travel
money needed, and instructions relating to specific personnel who should not travel
together on the same airplane (many companies have travel policies that forbid key
individuals to fly on the same airplane in case of an accident).

The EOC Staff will make the travel arrangements and will provide personnel with
itineraries, tickets, and advance travel money.
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Business Recovery Site Information

Primary Location Local

Facility Name: CSC Civic Center ( Old HOJ)

Street Address: 440 Civic CENTER PLAZA | Floor: 3" Flr & Basement
City/State/Zip: Richmond , CA 94804 Comp Rm PBX Rm
Contact Person: Eric Tam 510-621-1819 Phone No:

24 Hour No:
Alternate Contact: Henry Lei 510-620-6959 FAX No:

Other No.:

Security Considerations: Police department access to 3" floor depends on situation.

Alternate Location #1

Facility Name: Main Library

Street Address: 325 Civic CENTER PLAZA | Floor: 1 Computer Room
City/State/Zip: Richmond, CA 94804
Contact Person: Katy Curl 510-620-6554 Phone No:
24 Hour No:
Alternate Contact: Wylenda Eastman 510-620-6558 FAX No: 510-620-6850
Other No.:

Security Considerations: Building security alarm code required. Computer / network room
separate, Call PD for Bldg Engineers for access if required.

Alternate Location #2

Facility Name: TBD

Street Address: | Floor: 1

City/State/Zip:

Contact Person: Phone No:

925-689-6719 24 Hour

Alternate Contact: FAX No:
Other No.:

Security Considerations:

Directions to the Business Recovery Site

TBD
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Travel Request Form

Make additional copies as needed

This form should be completed by the team leader and given to the EOC staff.

Name

Hotel Reservation
Rental Car
Cash Advance $

Name

Hotel Reservation
Rental Car
Cash Advance $

Name

Hotel Reservation
Rental Car
Cash Advance $

Name

Hotel Reservation
Rental Car
Cash Advance $

Destination
Yes( ) No( )
Yes( ) No( )

Destination

Yes( ) No( )
Yes( ) No( )

Yes( ) No( )
Yes( ) No( )

Destination

Yes( ) No( )
Yes( ) No( )

Departure
Date

Departure
Date

Departure
Date

Departure
Date

Departure
Date

Departure
Date

Departure
Date

Departure
Date

/

/

/

/

/

/

/

/

/

/

/

Departure
Time

Departure
Time

Departure
Time

Departure
Time

Departure
Time

Departure
Time

Departure
Time

Departure
Time
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Off Site Stored Materials

Copies of critical documents, computer/PC back up floppies and tapes, critical supplies
etc. may be available from a number of sources:
e Other First Bank facilities may have similar resources or copies of critical
documents.
e Clients or contractors may have copies of critical documents.
e Commercial storage facilities will usually pick up back up tapes and documents
and store them in a climate controlled and secure area.

Recovery Box
Consider creating a “Recovery Box” for your business unit. This Recovery Box could
contain specific items that your business unit would need if your building were not
accessible. Some items that could be contained in this box include:

e Copies of forms your business unit would need right away

e Copies of Procedure Manuals

e A small supply of unique supplies your business unit would need right away

This box must, of course, be stored at an off-site location. The box and an inventory
listing of its contents are both critical records and should be documented as such.

Facility Name: Iron Mountain (backup tape storage)

Street Address: P.O. Box 13735 | Floor:

City/State/Zip: Sacramento, CA 95853

Contact Person: Phone No:

(916) 924-1558 cell: 24 Hour No:

Alternate Contact: FAX No:
Other No.:

Security Considerations: Account number 5762 Authorized ID required.
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Recovery Boxes

Team:

Storage Location:

Contact Name:

Box Identification:

Contents Comments

Box Identification:

Contents Comments
1. Storage location refers to the name of the off site storage facility.
2. Contact name refers to the person who coordinates retrieval of recovery boxes.
3. Box Identification refers to the identifying code on the outside of the box.
4. Contents/Comments identify the items stored in the box and special concerns such

as update / maintenance or shelf life.
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Critical Resources to Be Retrieved

Many incidents do not completely destroy contents of offices. Depending on the
circumstances, it might be possible to clean and dry paper, microfilm or microfiche. Even
if computer diskettes, tapes and hard drives have been water, smoke or soot damaged, it
might be possible to extract the information from them. Do not attempt to do this
yourself. Contact your technical support area or facilities staff for help when the incident
occurs.

Following the incident, if authorities and your facilities staff determine your affected
building is safe to enter, you might be allowed into your building for a short time. This
could be for as little as 15 minutes or one half-hour. Create a list of the critical items that
you would need to retrieve if you could get into your building. This assumes, of course,
that the items are salvageable.

You should list these items in order of importance.

Some examples of items you might need to retrieve include: computer disks, computers,
selected paper files and work in process.

Examples of items that you should not list include: family pictures, unimportant files and
information that are duplicated somewhere else.
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CRITICAL RESOURCES TO BE RETREIVED

Note: Use this form to document the materials that should be retrieved if you are
able to enter your facility following the incident and the items are not badly
damaged.

Business Unit:

Bldg./Floor: Location on Floor: (e.g. Northwest Corner)

Items To Be Retrieved Comments Condition*
CRITICAL RECORDS:

EQUIPMENT:

OTHER:

* Complete “Condition” at the time of the incident.



Personnel Location Control Form
Make additional copies as needed
COMPLETE DAILY
FORWARD TO THE CRISIS MANAGEMENT TEAM

Date: / / Completed by:

Operations Team

Recovery Phone Work Schedule
Name Location Number From To
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Status Report Form
Make additional copies as needed
Use this form to log significant recovery activities.

The team leader is required to submit written recovery status reports daily. Submit
completed status reports to the Emergency Management Team. This status report may be
submitted handwritten as long as it is legible.

Date: / /
Time: : AM /PM
Name:

Department:  Operations Team

Comments:

Conclusions:
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Recovery Preparedness

Team plans are intended to be living documents. They should reflect the latest
information available. Team Leaders are responsible for reviewing and updating their
plans on a semiannual basis.

The Team Leader, alternate Team Leader and other individuals who have copies of the
team plan will be sent updates each time the plan is changed. The accepted practice is to
print and distribute only the page or pages have been changed rather than the entire plan.

Semiannual Plan Review
(Updates due January 1 and July 1)

Team Leader and Alternate Team Leader. This section identifies the persons assigned in
the leadership positions. The team leader to identify changes in assigned personnel
should review it.

Recovery Team Alert List. This section provides contact information for all personnel
assigned to the team. This list is prone to change since team members may leave or join
the team, names may change due to marriage and contact information may change. The
team leader should send a copy of the Recovery Team Alert List to each team member to
review and update.

Critical Functions List. This section, found in Team Leader Responsibilities, identifies
the critical functions that apply to the team. The Team Leader will review the functions to
determine that they are accurate.

Team Recovery Steps. This section identifies the strategies for recovery of critical
functions. The team leader will review this list to determine that the strategies are
meeting the current business objectives and accurately reflect the best possible solution.

Vendor and Customer Lists. This section identifies the contact information for critical
vendors and customers. The team leader will review this list to determine that the list is
complete and accurate.

Work area Requirements. This section identifies critical resources required to support the
recovery at the work area site. The team leader will review this list to determine that the
list is complete and accurate.

Off Site stored Materials. This section identifies critical records or resources stored off
site. The team leader will review this list to determine that the list is complete and
accurate.
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Training and Exercises

Updated plans are not enough if the people assigned to recovery teams don’t know what
is expected of them. Team members should receive training on recovery concepts in
general and their team’s functions in particular. Exercises help identify needed
improvements in strategies and plans. Exercises also give team members valuable
experience in dealing with the challenges inherent in recovery operations.

The Business Continuity Group conducts training and exercises.
Team Member Orientation. This is a one-hour overview of the Business Continuity

Program. Each team member should attend once per year. It is also available for the
general employee population.

Team Exercise. The entire team participates in a two-hour tabletop exercise with a focus
on their recovery strategies.

Team Leader Exercise. All the team leaders and Alternate Team Leaders participate in a
two-hour tabletop exercise with a focus on facility wide recovery.

Functional Exercise. Actual hands-on test of hardware or connectivity capability at Work
Area Recovery Centers. Actual use of alternate (manual) production process at the home
or alternate facility.

Activity Schedule

This document allows Team Leaders to track their own plan review, training and exercise
activities for the year. The Business Continuity Group will periodically request a copy of
the document to review the team’s preparedness status. A new document will be started
each year. The Business Continuity Group will keep each year’s completed activity
schedule on file for audit purposes.
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ACTIVITY SCHEDULE

Plan Reviews

Enter the dates when plan reviews were conducted.

Plan Holders

Due
Janl

Due
Jul 1

Team Leader (Name)

Alt. Team Leader (Name)

(Name)

(Name)

(Name)

(Name)

Training / Exercises

Enter the dates and number of participants for each activity. Each exercise type is
expected to be conducted at least once per year.

Activity

Date
Conducted

# of
Participants

Comments

Orientation

Team Exercise

Team Leader Ex

Functional Exercise

Team Leaders: Attach participant sign in sheets, evaluations and comments to this sheet.

Send this page to the Business Continuity Group no later than December 1.
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Task

Required Steps

Expected Results

Task Duration

No|oM~win e

Critical Function Recovery Tasks

Function name:
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